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Graph Based Machine Learning and Visualization
for Intrusion Detection System

KUMAGAT MASAYAL:®)

MATSUMOTO RYOSUKE!

Abstract: Along with the sophistication and diversification of cyber attacks, intrusion detection systems
(IDS) using machine learning have been actively studied. Many machine learning methods (such as the
k-nearest neighbor method, One-Class support vector machine, neural network, etc.) have been applied to
IDS already, and many cases achieved high accuracy. However, even though highly accurate anomaly detec-
tion can be achieved, false detection occurs. Consequently, administrators in actual operations would spend
much post-processing time to validate the detection results. Therefore, anomaly detection should explain
which factors of input causes its anomaly. We focused on graph structuring of traffic data and proposed two
types of IDS using machine learning which can explain the reason of anomaly by visualization of node or
subgraph. The first method can detect anomalies from a difference of the graph structure between normal
and abnormal, and obtain the degree of an anomaly for each node. The second one can learn the graph
structure labeled of normal or abnormal using a graph convolution neural network, and show a subgraph as

a cause of anomaly.
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